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Verkada Overview

Company Background

Verkada is a San Mateo, California-based physical security technology company founded in 2016 by
Filip Kaliszan, Benjamin Bercovitz, and James Ren. ' The company began with cloud-managed
enterprise video security and has expanded into a broader physical-security platform spanning
cameras, access control, intrusion alarms, intercoms, air quality sensors, workplace tools, and
connectivity. These products are centrally administered through Verkada Command, a cloud-based
management platform intended to provide a single operational interface for security teams. * Verkada
has grown into a large private security-technology vendor. In December 2025 the company said more
than 30,000 organizations used its platform and announced an investment led by CapitalG at a $5.8
billion valuation; Reuters likewise reported the $5.8 billion valuation and customers in 171 countries. 4
The company's commercial model combines proprietary hardware with recurring software licenses and
cloud services, emphasizing centralized administration and rapid deployment across distributed sites.

Services and Devices

A Verkada deployment typically combines edge-computing devices with the Command cloud platform.
Verkada's core video-security line includes dome, mini, bullet, fisheye, multisensor, PTZ, and remote
cameras. The cameras perform processing at the edge and store video locally, with models offering
roughly 30 to 365 days of onboard retention and optional cloud backup. ® This hybrid-cloud architecture
is designed to avoid conventional on-premises NVR/DVR infrastructure while still allowing cameras to
continue recording locally during an internet outage. ° Command provides remote configuration, user
and permission management, device health monitoring, footage review, alerting, and cross-product
investigation from a browser or mobile application. * Verkada also offers Al-assisted video analytics. Its
Al-powered search supports free-form text queries for people and vehicles, building on capabilities such
as person and vehicle attributes, facial recognition, trajectory mapping, and other computer-vision
features. ’ Beyond cameras, Verkada Access Control manages doors, credentials, schedules, and event
review; Intercom combines video, two-way audio, entry control, and credential-reading functions; Air
Quality Sensors monitor environmental conditions; and Alarms, Guest, Mailroom, and related workplace
products extend the platform into intrusion response and facility operations. 89

Use Cases

Verkada is primarily deployed by enterprises, schools, healthcare organizations, retailers,
manufacturers, government entities, and other operators of physical facilities. Security teams use the
platform for continuous video monitoring, incident investigation, perimeter and parking-lot coverage,
access-event review, visitor management, remote entry, environmental monitoring, and intrusion
response. The integrated model can correlate events across products—for example, pairing a door
event with associated video, using license plate recognition for approved vehicle entry, or attaching
video context to an unusual environmental reading. 8 For geographically distributed organizations, the
principal operational value proposition is centralized management: administrators can apply
permissions, review incidents, and monitor device health across many sites without maintaining a
separate recorder and management stack at each location. ©



Privacy, Security, and Governance Concerns

Because Verkada systems can capture persistent video, audio, identity, access, and facility data,
deployments raise familiar questions associated with enterprise surveillance: where cameras are
placed, how long footage is retained, who can access it, whether biometric or person-of-interest
analytics are enabled, and how data is shared or exported. Verkada allows customers to configure
storage and processing regions for cloud-backed camera data, while standard camera configurations
retain video on the camera itself. ‘° The company also publishes security controls and states that its
Command platform is certified to ISO 27001:2022, ISO 27017:2015, and ISO 27018:2019 and
undergoes annual SOC 2 Type 2 examinations. ** These controls reduce risk but do not eliminate the
governance burden on customers, particularly in schools, healthcare facilities, workplaces, and other
settings where surveillance may capture sensitive activity.

Verkada's most significant public security controversy stems from a March 2021 intrusion. According to
the company's incident report, attackers compromised its platform and accessed camera data for 97
customers; access-control data was exposed for eight customers and Wi-Fi credentials for eight
customers. ' The incident received broad attention because compromised cameras were installed in
sensitive environments. In 2024, the U.S. Federal Trade Commission and Department of Justice brought
an enforcement action alleging that Verkada had failed to use appropriate information-security
practices, made misleading security and privacy representations, and violated the CAN-SPAM Act. The
FTC said the March 2021 attacker had access to more than 150,000 live customer cameras, while
Verkada's own incident report distinguished between broad platform-level access and the 97 customer
organizations whose camera data it determined had actually been accessed. ****

The 2024 settlement required a comprehensive information-security program and third-party
assessments, and included a $2.95 million civil penalty tied to CAN-SPAM allegations. 3 Verkada stated
that no fine was imposed specifically for the 2021 security incident and that it accepted the settlement
while disputing some FTC allegations. ' For prospective customers, the episode is a material
due-diligence consideration: a cloud-managed physical security platform concentrates administrative
control over highly sensitive sensors and therefore makes identity security, privileged-access controls,
audit logging, incident response, retention policy, and customer-side role design central to the risk
model.

Recent Developments (2024-2026)

Verkada has continued expanding its Al and unified-platform strategy. In May 2024 it introduced
free-form Al-powered video search, allowing users to search footage using natural-language
descriptions of people and vehicles. "In February 2025 the company announced a $200 million Series E
financing at a $4.5 billion valuation, saying it had raised more than $700 million since inception. " By
December 2025, Verkada announced a CapitalG-led investment at a $5.8 billion valuation and said it
had surpassed $1 billion in annualized bookings, while reporting more than 30,000 customer
organizations. * The company has also continued broadening Command beyond video into access
control, alarms, intercom, environmental sensing, guest and mailroom workflows, and remote
connectivity. ’ The strategic direction is therefore less a standalone camera vendor than a vertically
integrated, cloud-managed physical-security operating platform. The corresponding tradeoff is
concentration: customers gain a common interface and tightly integrated analytics, but increasingly
depend on one vendor's hardware, cloud control plane, licensing model, security architecture, and
data-governance practices.
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