
 

Physical Security at Home v.11.2020 

Revisiting Threat Models 

Before we dive into solutions, take a moment to consider your threat model. What is the most 
likely physical security compromise to affect your home and family? What are some less likely 
threats that if they were to occur would be extremely damaging? Now create a list of 
actionable steps to address the likely threats followed by a second list of long-term approaches 
to the less likely, but more serious scenarios.  

For most of us, the primary concern when it comes to physical security in our homes is crime. 
Geography and differences in culture may affect the crime trends in your area, but I will use 
typical US scenarios for my examples. These are generalizations, but statistically property 
crimes are the mostly likely incidents to affect most people at home. Common trends currently 
in my jurisdiction are package theft, mail theft, occupied burglaries, and vandalism. As I write 
this we are still living with the COVID pandemic which has affected crime trends in a few ways: 
people are ordering more goods by mail, people are home more making occupied burglaries 
more likely (most burglars prefer that you are not home to avoid confrontation), and an 
increase in vandalism due to emotion, frustration, or boredom. Regarding automobiles, I am 
seeing an increase in stealing car parts versus the entire vehicles. This is partially because 
vehicles are becoming more complicated to steal and because certain vehicles use parts that 
can be scrapped for easy cash (i.e.: catalytic converters stolen to hock precious metals). 

 

 



 

Developing a Home Security Strategy 

As with everything else we do, making a plan will improve the overall results of our home 
security makeover. In my example I will share what I have done at my own home to address the 
most likely crimes to occur in my area. Just as with our digital security campaign, we will never 
be 100% secure, but the key is to not be low hanging fruit. Take the general concepts and apply 
them to your own threat model. Think outside the box and be creative in your approach.  

For context, I live a in a middle-class suburban neighborhood with a fairly high property crime 
rate due to proximity to some rougher parts of our city. I break my security down into 
categories by purpose. Your specific chosen solutions will likely differ, but the overall categories 
are probably going to be consistent for each of us. 

Deterrents 

I am a firm believer that establishing deterrents to prevent crime is the best return on 
investment.  Once an incident occurs, often the damage is done so we would like to prevent it 
all together if possible. In order of effectiveness: 

• Be Home – Most thieves and burglars prefer to hit targets where the residents are not 
home to avoid confrontations. There are of course excepts such as home invasion 
robberies, but those are fairly rare. The most dangerous situations are when criminals 
end up in a confrontation in a home which they think is empty. They may panic and 
commit a violent crime that was not their original intention. In short, we want our home 
to always appear occupied. When possible, lights on, TV on, and a vehicle in the 
driveway. These things are not always possible and come with some related 
costs/downsides, but they do go a long way to dissuading burglars. 

• Dogs – Even small dogs can contribute to our overall awareness when people approach 
our homes, but medium to large breed dogs can be a fantastic deterrent against 
burglaries. No burglar is going to risk dealing with dog if they can just move on to 
another less protected home. If you do not or cannot have a dog, consider placing a 
large, mangled chew toy on the front lawn or porch of you home. Either get one from a 
friend with a dog or buy one new and then run it over with your car a few times to make 
it look used. I find this to be more subtle and effective than “Beware of Dog” signs. Dogs 
are also nice when solicitors or strangers come to the door as sometimes these visits are 
actually scouting efforts to pick out easy targets. 

• Visibility – Burglars and thieves are looking for targets where they can kick in a door or 
pry open a window without being seen by neighbors or people passing by. Improve 
lighting around entry points. Motion lights are great and encouraged, but keep in mind 
that most residential burglaries happen during the day while car prowls tend to happen 
at night. Removing foliage or other obfuscation in front of your home can improve 
visibility, but at the cost of privacy so there is a balance to be sought there. Walk around 
your property and think about how you would break into your home or how you would 
steal the tabs off your car. If you have a very private back entrance to your home, that is 
likely your number one physical security vulnerability.  



 

• Neighbors - Nosy neighbors can be annoying when it comes to privacy, but they are 
great for accosting would-be thieves. The viability of this measure will depend on the 
proximity and overall relationship between you and your neighbors, but if you do have 
close and agreeable neighbors, it is not bad at all to create an understanding that you all 
will keep an eye on the neighborhood. Nothing is better than having neighbors who will 
wave a slow driving car or offer a passerby assistance with finding an address. Criminals 
do not like neighborhoods where the residents are paying attention and aware of their 
surroundings.  

• Cameras – I see the primary role of cameras being a deterrent. Yes, it can be helpful for 
piecing together what happened after the crime, but at least in my jurisdiction, you are 
not likely to get your stuff back and almost nothing will happen to the perpetrators even 
if they are caught. Therefore, we want our cameras visible as another reason for the 
enemy to move on and pick a different target. I prefer cameras with LED lights that draw 
the eye of anyone entering the property, especially ones that blink when they detect 
motion. Red security camera light flashing and motion light activating, illuminating that 
giant mangled dog chew on the porch is my ideal greeting for late night visitors. 

• Alarms – I am not a fan of silent burglar alarms as the response is almost always too 
slow to catch anyone and the likelihood of false alarms can lead to fines on top of the 
recurring service cost. I do like audible alarms, even though most people these days do 
not pay attention and assume they are false. The point of any alarm should be to 
interrupt the crime in progress and encourage the perpetrator to flee. Again, criminals 
do not like attention being drawn to them and ideally, they will panic and leave prior to 
doing much damage.  

• Signage – Again I do not like security systems in general because they tend to create 
false alarms and/or a post incident response after the damage is already done. 
However, there is not really a downside to adding branded security signage to your 
property. These can be ordered online or made yourself if you are crafty.  

• Audible Alerts – An additional layer can be the use of motion or beam activated audible 
warnings. These are usually like the bell/sound that you hear when entering a 
convenience store. You can purchase units that play an audible tone when a beam is 
broken (such as across a driveway) or movement occurs in range of a sensor. Quite 
common are PIR (Passive Infra-Red) sensors which can even be built out yourself at 
home using mail order kits or a Raspberry PI paired with a few YouTube tutorials. 

• Avoiding Enticements – Just as we want visual deterrents, we also want to avoid 
encouraging the targeting of our residence. For example, I have investigated burglary 
rings which targeted homes with shoes on the front porch. We later discovered that the 
criminals were targeting households of Asian descent because they believed people 
from that cultural group were more likely to store large amounts of cash and jewelry in 
their homes. Understanding criminal motivations and regional culture can help us 
identify and avoid drawing attention to our homes as potential high-value targets. 

Barriers 

Physical impediments are probably the oldest and most straight forward security measure. 



 

• Locks – First of all, no one is going to pick your locks. That is just not the likely path of 
least resistance into your home. That being said they might “bump lock” your back door. 
This is a much simpler way to defeat a cheap lock and one that requires less time, 
preparation, and expertise. The perpetrator uses a generic cut key blank for the most 
common locks and once in the lock hits them with a shoe or other blunt object until the 
lock pins bounce into place and snap the door is open. This is not terribly common, but 
it does happen, so we do want to avoid super cheap locksets. 
(https://www.acmelocksmith.com/lock-bumping/) I prefer a good high-grade standard 
lock over a “smart lock” and I like physical security that I can fully control and simple 
tends to weather the test of time better than fancy gadgets. 

• Door Frames – Kicking in poorly constructed doors is a common method of gaining 
access to a home. Having some experience knocking down doors, I can tell you that it is 
usually the door frame that fails. We want a door frame constructed of real wood or 
metal, and which is affixed to the framing with a significant number of 3” leg screws. 
This is a common weak point in physical security because contractors tend to use 
insufficient, cheap hardware when securing door frames. Replacing the screws affixing 
your door frame is a relatively low-cost investment and easy weekend project. Deck or 
French doors can also be a weak point. Ensure that they have a deadbolt latch that 
affixes the doors to the top and bottom of the frame when not in use. 

• Windows – Although not the preferred point of entry, windows are certainly a weak 
point in our security. Many burglars avoid them because they tend to be noisy and can 
lead to injury/complications. Newer windows are more likely to be shatter resistant, 
have multiple layers or glass, or contain a film that makes removal of the glass difficult. 
Probably the most susceptible windows are those in concealed areas at the back of a 
home or adjacent to a door with a thumb-lock. If I can pop out a panel on a glass French 
door or a decorative side window to access an interior thumb-lock, that is a good point 
of entry. Building codes in many places require thumb-locks on the interior side of 
deadbolts for egress during a fire, but that is not great for doors that have adjacent 
windows. I do like the use of narrow pieces of wood or dowels as physical interior blocks 
to keep windows from being opened. These are easily removed by those inside the 
house in an emergency but are an extra obstacle for anyone on the outside trying to 
force the window latch. 

• Safes – Most residential burglars do not have the time or tools to defeat a properly 
installed safe. Make sure the safe is either very heavy/bulky or that it is affixed to the 
structure with bolts that are only accessible internally. An inexpensive firesafe from a 
big box store is most likely to be defeated if it can be removed intact from the premise.  

• Hides – When someone breaks into your home, they are going to immediately check 
medicine cabinets for prescriptions, common areas for purses/wallets, dressers for cash 
stashes, and then nab any obvious small electronics or appliance such as power tools 
and laptops. They will also look in closets and under beds for firearms. They are not 
going to have much time to hunt around so having your safe or other valuables in an 
area that is not easy to access or notice, will be beneficial. Use existing obfuscated 
nooks to store your more precious items or if you are so inclined you can create “hides” 
such as DIY hidden compartments. These do not have to be super fancy or complicated, 

https://www.acmelocksmith.com/lock-bumping/


 

but it can be a fun project to build your own secret cubby to store  valuables. 
https://makezine.com/2015/06/17/20-secret-doors-clever-hiding-places/  
Note: Firearms should always be secured in addition to being hidden, with trigger locks 
at the very least.   

Awareness 

Awareness requires a combination of dilligence, tradecraft, and technology, that order. Gadgets 
are not a replacement for pay attention to your surrounds or maintaining good habits. 

• Situational Aweness – Universal across all security disciplines is the subtle art of paying 
attention and listening to your gut. If the guy knocking on your door looking for his lost 
dog creeps you out, then he’s probably up to know good. If the car circling the block 
with no apparent purpose doesn’t end up stopping to pic up an Uber fare, then maybe it 
was scouting for burlarly targets. Just making friendly eye-contact with people as they 
move through your neighborhood can go a long way to make it feel neighborly to 
people from the community and yet make it undesirable for people who wish to move 
unnoticed during a scout. When I am in the field doing surveillance, nosy and inquisitive 
people are the worst. They make it very uncomfortable for anyone trying to observe 
patterns of life in a neighborhood. It doesn’t mean you have to be rude to strangers, just 
be visibly alert and aware of what is going on. 

• Crime Trends and Time of Day -- Most crimes on the exterior or your home or in the 
street will happen in the evening and early morning hours. Most burglaries and 
attempts to gain illegal access to your home will occur during what would be normal 
business hours. The exeption are organized fraud operations, which may target you 
while you are obviously home. 

• Sensors & Alerts – Most security and camera systems now come with alerting features 
that can notify you if someone is at your door or on your property. Ironically, these 
devices often come at the cost of some personal privacy due to the poor hardware 
security and even poorer privacy of smart device manufacturers. There are ways to 
mitigate some of these privacy vulnerabilities and there are also some DIY self-hosted 
options, but they will not be as easy or smooth to setup. I will address this issue in the 
next section regarding cameras as those are the most common source of alerts these 
days. In regards to simple, reliable, and private sensors that do not connect to the 
internet, I like driveway sensors that generate a bell or chirp when crossed by someone 
entering the curtilage of your property. https://www.amazon.com/driveway-
alarm/s?k=driveway+alarm  

• Cameras – Although my primary purpose for cameras is as a visual deterrent, they can 
also be handy for perimeter awareness or post incident intelligence. For example, if you 
choose to have an internet connected system, it may notifiy when a package is dropped 
off and then you will also be able to go back and review the footage to see what 
happened if that package is no longer there when you get home. As mentioned earlier 
the downside of most internet connected systems is that they follow the IOT/cloud 
business model of poor privacy, poor hardware security, but convenient and low cost of 
adoption. This, more than any other area of security, is going to be one where 

https://makezine.com/2015/06/17/20-secret-doors-clever-hiding-places/
https://www.amazon.com/driveway-alarm/s?k=driveway+alarm
https://www.amazon.com/driveway-alarm/s?k=driveway+alarm


 

approaches may differ vastly based on threat models and privacy concerns. This is a 
huge topic and I will be publishing another lesson specific to video security techniques. 
In the mean time, I recommend really narrowing down your priorities between wants 
and needs: 

o Do you need remote access and real-time alerts? 
o Do you need to place cameras in areas that are private or sensitive? 
o Are the cameras primarily for awareness while away from home or while in the 

home? 
o What are your expectations in regards to the evidenciary value of the footage? 

It is my belief that there is a balance to be struck between security and privacy when it 
comes to security cameras and more often than not we sacrifice more privacy than is 
nessessary to achieve our desired level of security. There are a few basic rules to follow 
if you are new to security cameras: 

o If it is cheap, it is almost certainly not secure 
o Camera systems are typically either analog or IP. Analog just a video signal and 

low voltage power supply over a wired connection. IP is digitially encoded video 
that can be sent over a wired or wireless network connection. Some analog 
systems have a network connection at their base-station or NVR/VMS (network 
video recorder/video management system). Older systems from big box stores 
(Swann, Lorex, etc) tend to be analog and newer cloud based systems such as 
Arlos tend to be IP based. 

o Whatever route you go, remember your network security basics: change all 
default credentials to something unique and strong, asume any device with a 
lens and/or mic can be hacked, and have redundencies in place for when devices 
or data storage fail. 

o If you must have internet connected cameras: place them on the exterior of your 
home, aimed out from your home in the directions mostly like to be used for 
access and avoid capturing anything that gives away your location or identity 
such as your license plate, street signs, or house number. Place them on a 
segmented network to prevent access to your sensitive data and devices. In 
short, expect them to get compromised. I can see very little benefit to having 
cameras on the interior of your home. The privacy risk just doesn’t justify the 
limited security benefits. 

Evidence Collection 

It is nice to be able to go back and review camera footage following an incident at your home. 
Did FedEx really deliver that package to your porch as they reported?  Who rang your doorbell 
in the middle of the night and ran off? When in the middle of the night did your car get prowled 
and what did the perpetraitors look like? That is all interesting information and there is a 
chance that it could be useful to the police following an incident.  



 

Now the bad news. If you get prowled, burgled, or robbed, footage or not, you will not likely 
get your stuff back and the perpetraitors, even if caught, will not likely see much justice (at 
least not in the US). Investigating property crimes are low on the priority list for most agencies 
and currently most agencies are having their budgets significantly cut. I don’t mention this to be 
discouraging, but rather to make sure we are controlling expectation when set goals for our 
security strategy. As someone in law enforcement in the US, I would not have evidence 
collection as my top priority. Things may be very different in other parts of the world, but I 
firmly believe that your efforts are best spent on deterrence and prevention versus evidenciary 
capture and collection. 

Note: should a violent or other non-property crime occur at your home, video evidence could 
be very useful to law enforcement. Again, my recommendations here are based on the crimes 
most likely to affect the most people and to strike a balance.  

Specific Scenarios 

This section has some specific examples of tactics that may be used to address some of the 
more common trends in residential crime. The recommendations above cover our overall bases 
for things such as residential burglary, but there are a couple of current trends in crime that I 
want to address more specifically.  

Package Theft – Package and mail theft are off the charts due to the pandemic. People are 
ordering more deliveries to their homes while also being home more often, which makes 
package theft a lower risk undertaking than a full burglary. Some viable options for prevention: 

• Have packages delivered to the post office or other secure location 
• For regular mail, the best solution is to move to using a PO Box or CMRA. This provides 

an option for parcel delivery as well, making it a great solution if you can afford it. 
• Visible cameras on your porch or other delivery zone, as a deterrent (this may or may 

not stop some thieves) 
• Purchase a secure parcel container for your home 

https://www.preventpackagetheft.com/the-5-best-parcel-boxes-to-buy-in-2018  
• Build a DIY solution to make your packages less obvious to thieves and/or more difficult 

to retrieve from your porch. Be creative, it is about reducing chances of theft, not so 
much about becoming invulnerable. My solution: The package pit is an 8-foot deep 
narrow wooden box with thick foam in the bottom mounted next to my porch. 
Deliveries are dumped in which means they are out of sight and it takes small person 
with climbing skills to fetch them back out (in my case a scrappy 10-year old). Have fun 
with brainstorming solutions and try to think outside the box. 

Car Prowls/Auto-Theft – Thieves may not even want the whole car or the contents of the 
center console. They may be after your catalytic converter or other auto parts. 

• Obviously do not leave visible valuables or bags in your vehicle, even if just running into 
a store for a minute. Most prowlers are looking for easy smash and grabs, crime of 

https://www.preventpackagetheft.com/the-5-best-parcel-boxes-to-buy-in-2018


 

opportunity. The one time you leave your laptop or firearm in your car for just a few 
minutes will be the time that someone smashes out your window and runs off with your 
bag. I have seen this happen many, many times to both people in the community and to 
colleagues. 

• Consider a lockbox or car safe if you need to leave any valuables in your vehicle when 
parked unattended. https://www.amazon.com/Trunk-Safe/s?k=Trunk+Safe or similar 
(make sure to attach it to the vehicle frame or other permanent affixture. 

• Consider an ignition kill switch to prevent vehicle theft 
https://www.amazon.com/s?k=ingnition+kill+switch  

• Park in well-lit areas and consider installing motion lights and visible cameras over your 
parking area. 

Vandalism/Property Damage – These can be crimes of opportunity but tend to be someone 
with an axe to grind or a person who just does not like whatever category they think we fit in. 

• Cameras and lighting do well to dissuade these types of crimes. The perpetrators are 
less likely to be career criminals and are likely more concerned with being identified. I 
will add that with everyone wearing masks currently, it makes anonymous criminal 
action much easier to commit and harder to solve using camera footage. 

• I have one camera at the street in front of my home, shooting across the only easy 
access to my property. This camera is very visible, and should you break the threshold of 
my driveway at night a motion light trips while two more cameras start blinking at you. 
Someone wanting to do damage to my home or vehicles will need to be pretty 
committed to proceed past that point.  

• The most common significant property damage crimes tend to be to vehicles so if you 
can park in a garage great. If parking indoors is not an option, the measures you take to 
prevent car prowls will serve you well against more property damage. 

• Arson - This is very uncommon but extremely dangerous when it does happen. This is a 
less technical discussion and more just a commonsense reminder to lower your risk. 

o Arson also tends to be a crime or either emotion or opportunity. If you are the 
sole intentional target, then it is someone who really is willing to kill you and 
yours. That is one of the scenarios where video evidence will be important and 
may only be available if stored or backup up offline (i.e.: cloud services). This is a 
very unlikely crimes so I do not think you should necessarily change your entire 
strategy to suit this scenario, but it is just something to keep in mind. 

o Some arsons occur literally because some idiot wanders by and sees something 
to light on fire or maybe there is a homeless person who starts a fire to stay 
warm. The type of scenario may depend on how urban your situation is. The best 
things we can do to deter arson is to reduce opportune combustibles on our 
property. That is a pretty good idea anyway, but many of the arsons I have seen 
involved materials that were already on site prior to the culprit arriving. Even if 
they do bring a gas can or other ignition source, we should not provide any 
further fuel if we can help it. 

https://www.amazon.com/Trunk-Safe/s?k=Trunk+Safe
https://www.amazon.com/s?k=ingnition+kill+switch


 

• Again, the same visible deterrents of motion lights, cameras, and clear lines of sight will 
reduce the chances of this type of crime just as it will the others. 

 

Self-Assessment 

Just like our digital privacy campaign, the best thing you can do is take a walk into your property 
from the street and think about how you would burgle you. If you really wanted to hurt this 
person, take their valuables, or otherwise do harm to them, how would you plan your crime? 
What route would you take into the property? What door or window would you bust open? 
What valuables would you go for in the limited time you are interrupted? There is no way that 
we can possible address all the different challenges that you may face in putting together a 
security plan.  After doing a “scout” print out a property map from local tax records or from 
some of the mapping resource we shared during our OSINT module coving maps. Use that map 
to sketch out a plan to reinforce the most vulnerable and likely paths of entry with lighting, 
visual deterrents such as cameras, and reinforced doors/windows. 

Sample Coverage Sketch/Plan 



 

Do not over complicate your planning process. A simple legal pad and pencil is all you really 
need to sketch out your plan, but if you prefer you can use something like Draw.io or a 
sketching application. Start from scratch or download a satellite image. 

 

 



 

 

Note: additional sketches may reflect other measures such as signage, points of entry, etc. 
Consider adding a physical security section to your security/privacy binder. 

Home Defense 

This is not a lesson on what to do if someone breaks into your home while you or a family 
member are there. That is a much bigger topic and is beyond the scope of our preventive 
measures. In such a scenario every person needs to decide for themselves the best course of 
action to protect themselves and their loved ones using a reasonable and necessary level of 
force. I do however want to mention a couple of considerations, which are purely how we 
approach this issue in our household.  

• Once in a fight for your life you cannot go back in time to train. Everyone in my home 
has some degree of defensive tactics training and we talk through how we would react 
to  different scenarios. We do not dwell on this or make it an area of paranoia, but I 
know from my LE work that in a crisis you will fall back on the training and planning you 
drilled into yourself prior to that moment of crushing adrenalin and potential panic. 

• Firearms are a lousy option for home defense in my opinion. Rounds go through drywall 
very effectively and the risk of friendly fire in close quarters is too high for my liking. 
Unless everyone in the house trains for armed close quarters combat and you are 
certain where everyone is always, the chances of safely deploying a firearm during an 
incident in your home is low.  

• My household has multiple non-lethal options available to encourage unwanted guests 
to depart. If we were to have an incident in our home the goal is to disrupt the act, draw 
attention/aid, buy time, and make staying very undesirable. Specifics are beyond the 



 

scope of this lesson, but if you research non-lethal measures that fend off large 
predators in the wild, many of those tools are equally effective on humans.  

• Above all else the important thing is to have a plan. If the untrained members of your 
household do not have a well-established plan, they will struggle to react in a moment 
of panic. This does not mean freaking out your family and putting everyone in a 
constant “code-red” state of readiness. We plan for these the events just as we do 
floods, earthquakes, or any other low-frequency critical incident.  

 

Additional Resources 

https://ipcamtalk.com/threads/how-to-guide-using-a-cheap-wireless-driveway-sensor-
raspberry-pi-to-trigger-bi.947/ 

https://www.acmelocksmith.com/lock-bumping/ 

https://www.gvlock.com/blog/what-is-how-to-prevent-lock-bumping/  

https://unitedlocksmith.net/blog/8-security-measures-to-prevent-lock-bumping  

https://makezine.com/2015/06/17/20-secret-doors-clever-hiding-places/  

https://www.ups.com/us/en/services/knowledge-center/article.page?kid=art16a45bd35dd 

https://www.amazon.com/home-security-signs/s?k=home+security+signs 

 

Physical Security Checklist 

You do not need to do all these things. This is just a list to get you started and to give you some 
things go consider. 

Deterrents:  

Indications of very large dogs 

Cut back foliage and other things blocking sight lines  

Visible Cameras 

Alarm/Security Signage  

Audible motion/beam sensors 

https://ipcamtalk.com/threads/how-to-guide-using-a-cheap-wireless-driveway-sensor-raspberry-pi-to-trigger-bi.947/
https://ipcamtalk.com/threads/how-to-guide-using-a-cheap-wireless-driveway-sensor-raspberry-pi-to-trigger-bi.947/
https://www.acmelocksmith.com/lock-bumping/
https://www.gvlock.com/blog/what-is-how-to-prevent-lock-bumping/
https://unitedlocksmith.net/blog/8-security-measures-to-prevent-lock-bumping
https://makezine.com/2015/06/17/20-secret-doors-clever-hiding-places/
https://www.ups.com/us/en/services/knowledge-center/article.page?kid=art16a45bd35dd
https://www.amazon.com/home-security-signs/s?k=home+security+signs


 

 

Barriers:  

Improved “bump-resistant” locks  

 Reinforced door frame with 3” leg screws 

Windows barred, shatter resistant film 

 Safe and/or “hide” for valuables 

 Firearms secured to trigger locks 

 Empower neighbors to greet/challenge visitors 

Awareness:  

Teach family members to be aware of their surroundings and to trust their instincts 

Nosy neighbors 

Beam and motion sensors across driveways and likely points of access 

Camera systems with motion alerts 

Evidence: 

Cameras with offsite/redundant storage  

 Cameras with onsite storage in a secure/hidden location 

Know the retention schedule of your recordings and area of coverage, regularly check 
that your equipment is operational and recording 

Notes 

[scratch area for any notes during your assessment] 
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